' Peters

REAL ESTATE

Privacy Policy
Jack Peters Real Estate Pty Ltd & Roslatex Pty Ltd

Introduction & Purpose of This Policy

Jack Peters Real Estate Pty Ltd and Roslatex Pty Ltd (‘the Agency’) provides real estate

services including Sales and Leasing.

We are bound by the Privacy Act and the Australian Privacy Principles (APP) which regulate

the collection, use and disclosure of personal information. This Privacy Policy explains;

e The scope of our Privacy Policy;

e  Why We collect personal information;

e  What personal information We collect;

e How We collect and use Your personal information;

e How We disclose Your personal information;

e Yourright to access Your personal information;

e Yourright to correct Your personal information;

e How We protect the integrity of Your personal information;
e Yourright to make a privacy complaint; and

¢ How You can contact Us regarding privacy concerns

We reserve the right to review and if necessary, change this Privacy Policy. We will post

changes to this Privacy Policy on our website. This Privacy Policy is on our website.

Scope

This Privacy Policy governs all personal information collected by and provided to Us and must
be adhered to by all persons who access, use, process, control or otherwise deal with
personal information on our behalf. This Policy applies to independent contractors and job

applicants, as well as individuals who provide Us with personal information.

Interpretation
Personal pronouns: except where the context otherwise provides or requires:

e The terms We, Us or Our refers to Jack Peters Real Estate Pty Ltd and Roslatex Pty Lid
and
e The terms You or Your refers to any person who provides Us with personal information

in any form or by any means.
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What is Personal Information?

Personal information is any information that can be used to identify You. This includes any
information or an opinion about You (including information or an opinion forming part of a
database), whether true or not, and no matter how the information or opinions are

recorded. The information may be collected from You directly or provided to Us by another

party.

Why Do We Collect Personal Information?
We collect personal information from You for the following purposes:

e To allow Us to lawfully carry out our real estate functions and activities;

e To enable Us to deliver the products and services that You requested;

e To provide You with further information about the products and services You
requested;

e To personalise and customise Your experiences with Us;

e To help Us review, manage and enhance our services;

¢ To communicate more effectively with You;

e For administration purposes, including charging, billing and collecting debts;

e To promote and market our products and services which We consider may be of
interest o You;

e  When considering making offers to job applicants and prospective employees or for
employment purposes; and

e Toreceive services from You or the organisation which employs You.

We may also collect, hold, use and/or disclose personal information if You consent or if

required or authorised under law.

What Personal Information do we Collect?

We collect personal information that is reasonably necessary for one or more of Our functions

or activities.

The type of information that We collect and hold may depend on Your relationship with Us.

For example:

Candidate: if You are a candidate seeking employment with Us, We may collect and hold
information including Your name, address, email address, contact telephone number,
gender, age, employment history, references, resume, medical history, emergency contact,

taxation details, qualifications and payment details.
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Customer: If You are a customer of the Agency, the Agency may collect and hold
information including Your name, address, email address, contact telephone number and
gender. When fransacting a property, to satisfy compliance obligations we will be required

to hold a copy of your Photo ID, Medicare Card and rates notice for identity purposes.

Supplier: if You are a supplier of the Agency, the Agency may collect and hold information
including Your name, address, email address, contact telephone number, business records,
billing information, information about goods and services supplied by You and copies of your

insurances.

Sensitive information: We will only collect sensitive information where You consent to the
collection of the information and the information is reasonably necessary for one or more of
the Agency's functions or activities. Sensitive information includes, but is not limited to,
information or an opinion about racial or ethnic origin, political opinions, religious beliefs,
philosophical beliefs, membership of a frade union, sexual preferences, criminal record,

health information or genetic information.

If You feel that the personal information that We are requesting at any point is not

information that You wish to provide, please feel free to raise this with Us.

Employee Records

This Policy does not apply to the collection, holding, use or disclosure of personal information

that is an employee record.

An employee record is a record of personal information relating to the employment of an
Employee. Examples of personal information relating to the employment of the Employee
include, but are not limited to, health information and information about the engagement,
fraining, disciplining, resignation, termination, and terms and conditions of employment of

the Employee.

How do we Collect and Hold Personal Information?

We must collect personal information only by lawful and fair means. We will collect personal

information directly from You if it is reasonable or practicable to do so.
We may collect personal information in a number of ways, including without limitation:

e through application forms;
e by email or other written mechanisms;
e over atelephone call;

e in person;

Page 3 of 8



e through transactions;

e Dbusiness cards;

e contracts;

e through our website;

e through surveillance cameras;

¢ by fechnology that is used to support communications between Us; and

e from third parties, including through publicly available information sources (which

may include telephone directories, the internet and social media sites).

When We collect personal information about You through publicly available information

sources, such information will be managed in accordance with the APPs.

Unsolicited personal information is personal information that We receive which We did not
solicit. Unless We determine that We could have collected the personal information in line
with the APPs or the information is contained within a Commonwealth record, We must

destroy the information to ensure it is de-idenfified.

How do we use your Personal Information?

We will only use and disclose Your personal information for purposes which are related to
those identified under this Policy or if we get Your consent to do so and it is in accordance

with this Privacy Policy and the Privacy Act.

We will not use Your personal information for any purpose for which You would not
reasonably expect Us to use it for. Additionally, We will not disclose Your sensitive information
without Your consent, unless there is a need to disclose such information in accordance with

the Privacy Act or to comply with any other regulatory requirement.

Is Personal Information Used for Direct Marketing?

We may use or disclose personal information (other than sensitive information) about You for
the purpose of direct marketing (for example, advising You of new goods and/or services

being offered by Us).

We may use or disclose sensitive information about You for the purpose of direct marketing if

You have consented to the use or disclosure of the information for that purpose.

You can opt out of receiving direct marketing communications from the Agency by
contacting the Privacy Officer in writing at manager@petersrealestate.com.au or, where

available, accessing the Agency's website and unsubscribing appropriately.
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What happens if you do not provide your Personal Information?

You are not obliged to give Us Your personal information. If You would like to access any of
our services on an anonymous basis or using a pseudonym, We will take reasonable steps to

comply with Your request. However, We will require You to identify yourself if:

e We are required by law to deal with individuals who have identified themselves; or
e Itisimpracticable for Us to deal with You if You do not identify Yourself or elect to use
a pseudonym. This might include ensuring the safety of others for whom We have

responsibility.

Please be aware that Your request to be anonymous or to use a pseudonym may affect our
ability to provide You with the requested services. For example, Your ability to bid for a

property at auction.

When do we disclose your Personal Information?

You acknowledge and agree that We may disclose Your personal information for any of the
purposes for which it is was collected, as indicated under this Policy, or where it is under a

legal duty to do so.

Disclosure will usually be internally and to related entities or to third parties such as

contfracted service suppliers.

o Before We disclose personal information about You to a third party, We will take steps
as are reasonable in the circumstances to ensure that the third party does not

breach the APPs in relation to the information.

Access to your Personal Information

If We hold personal information about You, You may request access to that information by
putting the request in writing and sending it to the Privacy Officer. We will respond to any

request within a reasonable period.

You will not be charged for making a request to access Your personal information but You
may be charged for the reasonable time and expense incurred in compiling information in

response to Your request.

There are certain circumstances in which We may refuse to grant You access to the personal

information. In such situations We will give you written notice that sets out:

e thereasons for the refusal; and

¢ the mechanisms available to You to make a complaint.
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Correction of your Personal Information

If We hold personal information that is inaccurate, out-of-date, incomplete, irrelevant or

misleading, We must take steps as are reasonable to correct the information.

If We hold personal information and You make a request in writing addressed to the Privacy
Officer to correct the information, We must take steps as are reasonable to correct the

information and We will respond to any request within a reasonable period.

There are certain circumstances in which We may refuse to correct the personal information.

In such situations We will give You written notice that sets out:

e thereasons for the refusal; and

e fthe mechanisms available to You to make a complaint.

If We correct personal information that We have previously supplied to a third party and You
request us to notify the third party of the correction, We will take such steps as are

reasonable to give that nofification unless impracticable or unlawful to do so.
Cyber-Security Protection
We deploy the following measures to ensure our customers protection:

Password Requirements — Enforced complex passwords changed every 90 days

Email Security — Email protection in place to prevent phishing attempts and password
Device Security — Antivirus and Endpoint protection deployed on all devices

Transferring Data — Data is stored and transferred within a secure environment on our Terminal
Service / Sharepoint

Acceptable Use Policy — Acceptable Mobile, Laptop and Data Storage Policy in place for all
employees

Backups — Incremental and full back-ups are completed onsite within our secure data
centres. Data retention, de-identification and destruction policies are in place

Security — Our systems are maintained by multi-level security layers and managed by out IT
Managed Service provider. Server data is stored and replicated within multiple data centres
in Sydney, Australia.

Disciplinary Action - is enforced and in place for all employees not reporting a data breach
or security incident to the Principal or Manager or Jack Peters Real Estate Pty Ltd and
Roslatex Pty Ltd.
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Integrity and Security of your Personal Information

We will take such steps (if any) as are reasonable in the circumstances to ensure that the

personal information that We:

e collectis accurate, up-to-date and complete; and
e use or disclose is, having regard to the purpose of the use or disclosure, accurate,

up-to-date and complete.

Information which We collect will be stored in paper-based files or other electronic record
keeping methods in secure databases (including trusted third party storage providers based
in Australia and overseas). Personal information may be collected in paper-based
documents and converted to electronic form for use or storage (with the original paper-
based documents either archived or securely destroyed). We will take steps as are
reasonable in the circumstances to protect the personal information from misuse,

inferference, loss and from unauthorised access, modification or disclosure.

The Agency maintains physical security over paper and electronic data stores, such as
through locks and security systems at Our premises. We also maintain computer and network
security, such as firewalls and other security systems such as user identifiers and passwords to

control access to the computer systems.

If We hold personal information and no longer need the information for any purpose for
which the information may be used or disclosed, the information is not contained in any
Commonwealth record and We are not required by law to retain the information, We will
take such steps as are reasonable in the circumstances to destroy the information or to

ensure it is de-identified.
Complaints

You have a right to complain about our handling of Your personal information if You believe

we have breached the APPs.

If You wish to make such a complaint to Us, You should first contact the Privacy Officer in
writing. Your complaint will be dealt with in accordance with our Grievances, Misconduct

and Performance Policy and We will provide a response within a reasonable period.

If You are unhappy with our response to Your complaint, You may refer Your complaint to the
Office of the Australian Information Commissioner ('OAIC'). The OAIC can be contacted by

telephone on 1300 363 992 or by using the contact details on the OAIC website.
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How changes are made to this Privacy Policy?

The Agency may amend this Privacy Policy from time to time, with or without nofice to You.

We recommend that You visit Our website regularly o keep up to date with any changes.

Privacy Officer Contact Details:

Our Privacy Officer can be contacted in the following ways:

Company

Jack Peters Real Estate Pty Ltd

Telephone Number

(02) 4933 7855

Email Address

fim@petersrealestate.com.au

Postal Address

475 — 477 High Street, Maitland

Company

Roslatex Pty Ltd

Telephone Number

(02) 4933 7855

Email Address

manager@petersrealestate.com.au

Postal Address

475 — 477 High Street, Maitland
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